Zeitplanung Arbeitsgruppe 4: Applied
Cryptography and Security Engineering

Montag, 21.9.2009: Plenum, Lectures
Zeit Titel Vortragende
09:00-10:30 | Plenum
11:00-12:30 | Introduction to Applied Cryptography Torsten Schiitze, Susanne Wetzel

Dienstag, 22.9.2009: Lectures

Zeit Titel Vortragende
09:00-10:30 | Introduction to Applied Cryptography Torsten Schiitze, Susanne Wetzel
11:00-12:30 | Introduction to Applied Cryptography Torsten Schiitze, Susanne Wetzel

Mittwoch, 23.9.2009: Lectures

Zeit Titel Vortragende
09:00-10:30 | Introduction to Applied Cryptography Torsten Schiitze, Susanne Wetzel
11:00-12:30 | Introduction to Applied Cryptography Torsten Schiitze, Susanne Wetzel

Donnerstag, 24.9.2009: Ausflug

Zeit

Paper

Vortragender

Betreuer

ganztagig

Ausflug nach Nizza
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Freitag, 25.9.2009: Practical Recommendations for Crypto; Secret
Sharing and Visual Cryptography; Wireless Security

Zeit Paper Vortragender Betreuer

09:00-09:45 | Selecting Cryptographic Key Sizes by A.K. Lenstra | Fabian Steiner Wetzel
and E.R. Verheul [LV01]

09:45-10:30 | Geeignete Algorithmen fiir qualifizierte elektroni- Julian Schiele Wetzel
sche Signaturen [BSI09b]; Kryptographische Verfah-
ren: Empfehlungen und Schliissellaingen [BSIO8b)

11:00-11:45 | Intercepting Mobile Communications: The Inse- Jonathan von Schroeder | Wetzel
curity of 802.11 by N. Borisov, I. Goldberg, and
D. Wagner [BGWO01]; Attacks on the WEP proto-
col by Erik Tews [Tew07]

11:45-12:30 | Security Weaknesses in Bluetooth by M. Jakobs- Sebastian Hanschke Wetzel
son and S. Wetzel [JWO01], Bluetooth 3.0 Security
Specification [Blu09, pages 149-154; 1113-1164]

14:00-14:45 | How to share a secret by A. Shamir [Sha79]; Secret | Frauke Tabert Wetzel
sharing made short by H. Krawczyk [Kra94]

14:45-15:30 | Visual Cryptography by M. Naor and A. Shamir Christopher Grob Wetzel
[NS94]

16:00-17:30 | How Cryptosystems Fail: Security Nightmares from | alle
25C3 + Diskussion

Montag, 28.9.2009: Side Channel Analysis

Zeit Paper Vortragender Betreuer

09:00-10:30 | Introduction to Side Channel Analysis Torsten Schiitze

11:00-11:45 | An Implementation of DES and AES, Secure Samuel Hetterich Schiitze
against Some Attacks by M.L. Akkar and C. Gi-
raud [AGO1]; Master Thesis [Hoh09)

11:45-12:30 | On the Importance of Checking Cryptographic Pro- | Christian Tiedt Schiitze
tocols for Faults by D. Boneh, R.A. DeMillo, and
R. J. Lipton [BDL97]; Shamir US Patent 5991415,
1999 [Sha99]; Infineon Gegenmafinahme [ABF+02]

Dienstag, 29.9.2009: Automotive Security

Zeit Paper Vortragender Betreuer

09:00-09:45 | A Practical Attack on KeeLoq [IKD108] Damaris Schindler Schiitze

09:45-10:30 | On the Power of Power Analysis in the Real World: | Andreas Gross Schiitze
A Complete Break of the KeeLoq Code Hopping
Scheme [EKMT08]

11:00-11:45 | A Review of the Digital Tachograph System [FL06, | Matthias Hiiser Schiitze
Lie07]

11:45-12:30 | Automotive Security Engineering [Wol09, And0§] Martin Maas Schiitze
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Mittwoch, 30.9.2009: Test + Diskussion

Zeit Paper Vortragender Betreuer
09:00-13:00 | Aufnahmetest der Studienstiftung
21:00-22:00 | Diskussion Security Engineering alle

Donnerstag, 1.10.2009: RFID — Security and Privacy; Machine
Readable Travel Documents and Electronic Passports

Zeit Paper Vortragender Betreuer

09:00-09:30 | RFID Security and Privacy: A Research Survey by | Lena Riediger Wetzel
A. Juels [Jue06]

09:30-10:30 | Unidirectional Key Distribution Across Time and Sandro Bauer Wetzel
Space with Applications to RFID Security [JPP0§]

11:00-11:45 | Basic Access Control (BAC) and Extended Bernd Waschneck Schiitze

Access Control (EAC) bei RFID-Reisepéssen
[Ngu07, Kiig06)

11:45-12:30 | Advanced Security Mechanisms for Machine Rea- Matthias Ohst Schiitze
dable Travel Documents — Password Authenticated
Connection Establishment (PACE), elektronischer
Personalausweis [UKNT08, BSI08a, BSI09a]

Freitag, 2.10.2009: Cryptographic Primitives — IPSec, Security
Economics

Zeit Paper Vortragender Betreuer

09:00-09:45 | Cryptography in Theory and Praxis: The Case of André Hong Lam Dau | Schiitze
Encryption in IPSec [PY05]

09:45-10:30 | Attacking the IPsec Standards in Encryption-only | Martin Skrodzki Schiitze
Configurations [DP07a]

11:00-11:45 | Economics, Psychology, and Sociology of Security Katja Rosch Wetzel
by A. Odlyzko [0d103a, Od103b]

11:45-12:30 | Abschludiskussion alle
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